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What Is a

Public Key?

In asymmetric cryptography, the
public key is used to encrypt the
data. As it can be openly
distributed, it’s called a public
key. 

Once a public key encrypts the
data, no one can use the public
key to decrypt the data. Typically,
the key size may vary from 128
bits to 4096 bits. There are
various algorithms used to create
the public key. 



Application of Public Key Encryption

Verify Digital Signatures

Secure P2P Communications

Allow Password-Authenticated
Key Agreement



Verify Digital

Signatures
For digitally signing a message or
a contract, using public-key
encryption is the best choice.
Public key encryption allows the
user to use their private key to
sign the message. 

The receiver can then use the
sender’s public key to verify the
signature of the sender. 



Secure P2P

Communications
Public key cryptography is
necessary to maintain a secure
channel of communication
between two parties. 

Here, the sender can use the
receiver’s public key to encrypt a
message. The receiver will then
use his/her private key to decrypt
the message. 



Allow Password-

Authenticated Key

Agreement

Password-Authenticated Key
Agreement allows parties to
generate cryptographic keys
based on one of the party’s or
multiple party’s passwords. 

Here, if the sender can use the
receiver’s password to generate a
private key and use that to
encrypt the message, the receiver
can use their own password to
see it. 



What Is a

Private Key?

In asymmetric cryptography, the
private key is used to decrypt the
data. As it can’t be openly
distributed but needs to be kept
a secret, that’s why it’s called a
private key. 

In symmetric cryptography, the
private key can encrypt and
decrypt data. It’s not possible to
recreate a private key from the
corresponding public key. 



Crucial Points of Private Key

Generating the Key Pair 

Storing the Private Key

Exchanging the Private Key

Key Management 



Generating the

Key Pair
For this process, randomness is
necessary. Here, users utilize
encryption software to generate
these key pairs. 

The software application will use
any form of randomness to
generate the keys. 
 



Storing the

Private Key

After generating the private key,
users have to store these securely.
Users can store it offline or on a
device that was used to encrypt,
decrypt, and generate the key
pairs. 

Using additional security like
passwords or encrypting the
private key can help in keeping it
a secret. 

 



Exchanging the

Private Key
Users should never share their
private key with anyone.

In asymmetric cryptography, the
private key needs to be a secret. If
any other party gets access to the
key they can steal your tokens
and files. 

 



Key

Management 

There are some key pairs that
come with an expiration date.
Therefore, it’s crucial to have key
management in order to
maintain access. 

You can’t use expired keys to
authenticate anything. Therefore,
it’s best practice to create a new
key pair before the expiration
date. 

 



Private Key

Working Mechanism 

Performance

Visibility

Type

Sharing

In symmetric cryptography – can
encrypt and decrypt; In asymmetric

cryptography – can only decrypt 

Faster

Needs to be kept secret 

The private key encryption and
decryption process is called symmetric

cryptography.

In asymmetric cryptography – can’t be
shared 

 

It can only encrypt the data 

Slower

Can be made public and free to
use 

The public key encryption and
decryption process is called

asymmetric cryptography

Users can share the public key with anyone 

Public vs. Private Keys: Differences 

Public Key

Storing 
Can be stored in private servers and

authorized devices Can be stored anywhere 



Working

Mechanism 

A private key can be used in both
encryption and decryption based
on the type of cryptography. In
symmetric cryptography, the
private key can encrypt and
decrypt. In asymmetric
cryptography, the private key can
only decrypt. 

On the other hand, the public key
can encrypt the data in
asymmetric cryptography. To
decrypt the data, one needs to use
a private key. 



Type The private key encryption and
decryption process is called
symmetric cryptography. Here, a
single key is used within two
parties. 

On the other hand, the public key
encryption and decryption process
is called asymmetric cryptography,
as there are two keys with different
objectives. 



Performance
The private key encryption is a fast
process. As there is only one single
key usage in the encryption and
decryption process, it takes less
time to process it. 

On the other hand, public-key
encryption is a slow process. It
requires a key pair to encrypt and
decrypt the data, and the process
is a bit complex, which takes more
time. Although, public-key
encryption is more secured. 



Visibility
In asymmetric cryptography, the
private key is kept secret, and only
the owner will have access to it. 

On the other hand, in asymmetric
cryptography, the public key is visible
to anyone, and anyone can use that
key to encrypt data. 



Sharing
In asymmetric cryptography, the
private key can’t be shared with
any other party. 

One can share the “public key” with
any party. There are no restrictions
here.  



Storing For storing purposes, users need to
store their private keys safely. They
can store it on authorized devices
or store it on any private server with
high security in place. 

Storing public keys within outgoing
emails, digital certificates, etc., are
common practice. It can be stored
anywhere the owner wants. 



Learn More About Public

and Private Key

Blockchain Like a Boss
https://academy.101blockchains.com/c

ourses/blockchain-masterclass
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101 Blockchains Certifications

Certified Enterprise
Blockchain Professional 

Certified Enterprise
Blockchain Architect 

Certified Blockchain 
Security Expert 

https://academy.101blockchains.com/cour

ses/certified-enterprise-blockchain-

architect

https://academy.101blockchains.com/cours

es/certified-blockchain-security-expert

https://academy.101blockchains.com/

courses/blockchain-expert-

certification
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Why You Must Go With 101 Blockchains

Certification Courses? 

High-Quality Research Information

First-class Training Content 
 

Interactive Exercises

Flexible Learning Using Modular
Approach

Access to Bonus Training Materials 

Various Training Strategies for Faster
Learning 

Tangible Proof of Course Completion 

Weekly Hands-on Assignments

Professional Instructors

Premium Support  



Free Resources
Enterprise Blockchains Fundamentals - Free Course

Blockchain Webinars 

Blockchain Conferences 

Access Free Resources Now!

Blockchain Glossary

Blockchain Flash Cards

Blockchain Presentations

Blockchain Infographics 
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The presentation is not intended to provide any investment advice and should not be
taken as such. Claims made in this presentation do not constitute investment advice
and should not be taken as such. Do your own research!

While the information contained in this document and presentation has been
obtained from sources believed to be reliable, 101 Blockchains disclaims all
warranties as to the completeness or accuracy. 

Although 101 Blockchains research and training may address business, financial,
investment and legal issues, 101 Blockchains does not provide any business, financial,
legal or investment advice and this training should not be construed or used as such. 

101 Blockchains shall not be responsible for any loss sustained by any person who
relies on this presentation.

Disclaimer
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